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ABSTRACT 
 
 
 
 
One of the biggest technological events of the last two decades is the use of digital media 
in every aspect of daily life.   Digital data can be stored efficiently in a very high quality format, 
and it can be manipulated very easily using computers.  Digital image is one of the most popular 
digital multimedia data types.   Furthermore, digital data can be transmitted in a fast and 
inexpensive way through data communication networks without losing quality.  One of main 
concerns of these transmissions is security. To overcome this concern and security issues, 
steganography is one of main techniques that can provide confidentiality. Many steganography 
algorithms have been proposed.  Each of them has its own drawbacks and advantages as well. 
LSB based technique in spatial domain is one of steganography techniques. Encryption can be 
simultaneously applied with steganography to increase the confidentiality of data. Among 
various techniques, chaos based encryption has attracted a lot of research and study due to good 
characteristics of the chaos systems. Yet, in order to transmit an image in a reasonable amount of 
time, some techniques must be incorporated to reduce the image’s file size.  Jpeg2000 is a well-
developed image compression technique that can be utilized for this purpose. The common 
problem of image steganography is the need for imperceptibility for large amount of data. To 
overcome this problem, this project proposed a technique, S-UCLA (Steganography Using 
Compression and Lorenz Algorithms).  S-UCLA combines KAMLA steganography technique 
with Lorenz chaotic map encryption and Jpeg2000 compression.  The results show better 
imperceptibility can be obtained in comparison to KAMLA algorithm as PSNR and entropy has 
improved.  Also the histogram for S-UCLA is smoother than KAMLA   which showed better 
confusion and thus can be considered as providing higher confidentiality. 
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ABSTRAK 
 
 
 
 
Salah satu peristiwa terbesar teknologi dua dekad yang lalu adalah penggunaan media 
digital dalam setiap aspek kehidupan seharian. Data digital boleh disimpan dengan cekap dan 
dengan kualiti yang sangat tinggi, dan ia boleh dimanipulasi dengan mudah dengan 
menggunakan komputer. Tambahan pula, data digital boleh dihantar dalam cara yang cepat dan 
murah melalui rangkaian komunikasi data tanpa kehilangan kualiti. Salah satu daripada 
kebimbangan utama transmisi ini adalah keselamatan. Untuk mengatasi kebimbangan ini dan 
isu-isu keselamatan, steganografi merupakan salah satu teknik utama yang boleh menyediakan 
kerahsiaan yang baik. Banyak algoritma steganografi telah dicadangkan. Teknik LSB berasaskan 
dalam domain ruang adalah salah satu teknik steganografi utama. Antara pelbagai teknik, 
penyulitan huru-hara berasaskan telah menarik banyak penyelidikan dan kajian kerana ciri-ciri 
yang baik sistem huru-hara. Namun, untuk menghantar imej dalam jumlah masa yang 
munasabah, teknik mesti diperbadankan untuk mengurangkan saiz fail imej. Masalah biasa 
steganografi imej adalah keperluan untuk imperceptibility untuk jumlah data yang besar. Untuk 
mengatasi masalah ini, beberapa algoritma dan teknik telah dibangunkan setakat ini. Dalam 
projek ini, algoritma steganografi KAMLA dengan pemetaan Lorenz huru-hara dan Jpeg2000 
pemampatan adalah dicadangkan yang diberi nama S-UCLA.  Hasil penelitian menunjukkan 
imperceptibility lebih lanjut dapat diperoleh dibandingkan dengan algoritma KAMLA sebagai 
PSNR dan entropi telah membaik. Juga histogram untuk S-UCLA lebih licin dari KAMLA. 
Kerahasiaan karena itu lebih dicapai. 
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CHAPTER 1 
 
 
 
 
INTRODUCTION 
 
 
 
 
1.1 Introduction  
 
 
Nowadays, data is the most precious assets of the organizations and the value 
of each company is measured by the value of its information.  Information 
technology and data security in contrast, has become a very importantissue in recent 
years.Having a meaningful information security is the key for a successful 
competitive company.  Nowadaysintegrity, confidentiality and availability of the 
data which is being processed areone of the top concerns of companies which 
purchase technology products or implement services.  Information security means 
protecting precious information and systems related to that from unauthorized use, 
access, disclosure, disruption, changing and modification, perusal, recording or 
destruction.  The terms computer security, informationassurance and information 
security share the common goals of protecting the availability, integrity and 
confidentiality of information.  However, there are some subtle differences between 
them. 
 
 
To meet the main characteristics of security, there are many specific security 
mechanisms includingciphering, digital signatures, access controls, data integrity, 
authentication exchange, traffic padding, routing control, notarization, etc.  
Information hiding is among most important security mechanisms.  
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When communication via an un-trusted medium like the internet, it is 
important to protect information.  Cryptography plays an important role in this field.  
Nowadays, cryptography uses principles from several disciplines such as computer 
science or mathematics.  Steganography is composing hidden message or messages 
which only and only the sender of message and the receiver of message know the 
existence of that particular message.  Nobody except these parties knows even the 
existence of the message.  It even does not attract unwanted and superfluous 
attention.  Steganography was used even in ancient times and these ancient methods 
are called physical steganography 
 
 
At present, the way that information hiddenin image is based on spatial 
domain (Chang etal., 2002) (Zhang et al.,2006) which mainly includes least 
significant bit (LSB) steganography and transformation domain (Cox et 
al.,1998).Due to high capability of hidden information and ease of 
implementation,spatial methods are the frequently used steganography technique.  
The main feature of information hiding algorithm based on spatial domain is that 
there is a relatively large amount of secret data, algorithm that is simple and easy to 
implement on the computer, and the disadvantage is lack of robustness, while 
information hiding algorithm based on transformation domain is that the embedded 
information energy is welldistributed, good robustness and high efficiency, but 
compared to spatial domain algorithm, amount of the embedded information is 
smaller and the algorithm is more complex.   
 
 
Recently, techniques of hiding information have become important in many 
application areas.  Lots of multimedia contents including digital audio, digital video, 
and digital pictures are increasingly utilized with distinguishing but hidden marks 
such as copyright notice or serial number.   Military communication systems use 
traffic security technique increasingly which seek to conceal its sender, its receiver 
or even its existence.  Similar techniques are used in some mobile phone systems 
and schemes proposed for digital elections as well.  Some steganography techniques 
are using simple algorithms such as least significant bit (LSB) insertion and noise 
manipulation, and transform domain and also image transformation like wavelet 
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transformation and discrete cosine transformation (DCT).  Meanwhile, the quality 
and performance of image hiding is directly, related to capacity of hidden data. 
Using compression algorithms can decrease the size of hidden image without 
visually degrade the quality of hidden data before inserting it into cover medium.  
Meanwhile, using compression may increase the integrity of the steganography as 
compressed data are more resistant against degradations like noise. 
 
 
JPEG2000 as a coding system and compression standard for images was 
introduced and developed by the committee of Joint Photographic Experts Group 
(JPEG).  It was introduced in year 2000 with the goal of superseding their original 
discrete cosine transform-based popular JPEG standard with a newly designed, 
wavelet-based method. Meanwhile, the secrecy of steganography can be threatened 
if attacker knows the steganography algorithm. Since the steganography algorithms 
do no provide strong encryption, it is recommended to encrypt data before hiding it. 
Using steganography and cryptography together is a common practice. 
 
 
Chaotic encryption technology has been applied vastly in the field of 
information encryption.  Chaotic sequences have properties of determinacy, pseudo-
randomness, periodicity and non-convergence, and they are sensitive dependence 
with the initial value.Therefore, chaotic sequence has good cryptography 
characteristics.  According to the characteristics of chaotic sequence and information 
hiding based on spatial domain, a double algorithm is proposed based on LSB and 
Lorenz chaotic map taking image messages transmission as an example, and 
achieved information hiding.  This algorithm is named Steganography Using 
Compression and Lorenz Algorithms (S-UCLA) 
 
 
 
 
1.2 Background and Motivation 
 
 
Increasing the power of computing systems has made the vulnerabilities to 
cryptographic methods as they can be broken more easily than before.  So using 
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Steganography sometimes is a better choice as steganography avoid drawing 
suspicion to the existence of a hidden message as well as conceals content and 
location of data. 
 
 
Digital image is one of the most popular digital multimedia data types.  So, 
hiding information in a host image has attracted a lot of interest.  It can be done 
without degrading the visual quality of the image.  Lots of human eye characteristics 
and image parameters can gather together to perform acceptable results.  Different 
sensitivity levels of human eye for construction of edges are used to obtain best 
results. 
 
 
Hiding data in another data has long been a challenge.  Today though we 
have one more challenge; how to hide a large amount of data in another one.  Bitrate 
usually refers to the amount of data sent in a second and is usually measured as bit 
per second.  However in steganography it refers to the amount of data that is hidden 
in a cover media.  Information hiding in image can be categorized as high bitrate and 
low bitrate image hiding.  An application of low bitrate image hiding is 
watermarking whereby small size data is embedded specially in order to verify the 
ownership in copyright applications.  On the other hand, some applications need to 
hide relatively large amount of data within host image content.  The main design 
goal of such system is to hide the secret message in an unnoticeable form.  Although 
it may increase the storage size needed.  Secure communication is the main 
application of high bitrate image hiding.  There are four main categories of 
measuring the performance of high bitrate image hiding: (Nemati et al., 2008) 
 
 
 Transparency 
 Channel capacity 
 The impact of embedded information on the performance of image 
compression 
 Robustness against lossy compression and noise 
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Lou etal.(2004) proposed a steganography scheme for secure 
communications based on thechaos which was using the randomness of chaos to 
make it more secure.    In recent years, steganography techniques based on LSB 
methods, statistical properties, fractals and spread spectrum have been proposed.  
Liu etal.(2007) proposed an image steganography technique which is based on chaos 
mapping sequences in the spatial domain. Satishaetal.(2010) proposed spatial 
domain steganography using 1-Bit Most Significant Bit (MSB) with chaotic manner.  
In this technique cover image is separated into equal sized blocks of 8 by 8 matrix.  
But the block based image hiding is vulnerable to brute force attack.  Song 
etal.(2011)proposed an information hiding method based on LSB and Tent chaotic 
map.First the secret message is encrypted using Tent chaotic map, and then LSB 
steganography is executed for the encrypted message in the cover-image.  Compared 
to the traditional image information hiding method, the simulation results indicate 
that the method greatly improved in imperceptibility and security, and acquired good 
results.   
 
 
 
 
1.3 Problem Statement 
 
 
Limitation of secret image size threatens the secrecy of current image 
steganography techniques.  An algorithm to overcome this problemis by combining 
Least Significant Bit technique with Lorenz Chaotic map encryption and Jpeg-2000 
Compression method is proposed. 
 
 
 
 
1.4 Research Goal 
 
 
The main aim of this project is to overcome the problems of hiding image in 
image where the secret image or images are as large as the cover one and to increase 
the confidentiality of LSB based algorithm.  The proposed algorithm is combining 
Jpeg2000 Compression algorithm with LSB and Lorenz chaotic mapping. 
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1.5 Research Objectives 
 
To fulfill the research goals, the following objectives are specified: 
 
(i) To study the techniques of hiding images in another image  
(ii) To enhance an LSB based steganography algorithm that hide high 
capacity data inside a color image to increase confidentiality  
(iii) To analyze the performance of the proposed algorithm  
 
 
 
 
1.6 Research Scopes 
 
 
The scope of the project is as follows:  
(i) Colored still image information in spatial domain. Cover image is 
uncompressed 512 by 512 TIFF color image and Secret image is 256 by 
256 TIFF color image. 
(ii) Implementation with MATLAB 
(iii) The evaluated metrics are Histogram, Entropy and PSNR 
 
 
 
 
1.7 Significance of the Research 
 
 
Advantages of transmission data in digital formats via networks are not 
negligible in terms of cost, ease of use, speed, facilities and flexibility.  All these 
points are meaningful since the security basics of our data and transmission 
including confidentiality, integrity and availability are satisfied.  Importance of these 
is more highlighted in multimedia usage as they carry high bitrate data that is on a 
growing path nowadays. There are few reliable tools for this area in military, 
telemedicine, Video-on-demand, Broadcast usage, etc. 
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